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Position
(Location)

No of
Positions

Maximum

Age Limit
Qualification Working Experience

Cyber

Security

Analyst

(Location :

New Delhi/

Bengaluru/

Mumbai/

Kolkata)

(b) 13

(a) 35 Years
(minimum 3

Years
experience)

(b)45 Years
(minimum 6

Years
experience)

Essential:

BEi B. Tech (Computer

Science/Com puter

Engineering/ lnformation

Technology/
Electronics/Electronics
& Communication/
Eleckonics &

Telecommu nication)

/MCA with First Division
or with minimum 60%

marks in aggregate from
a recognized

U niversity/lnstitution.

Desirable:

Security certifications
like CISSP or CISA or
SOC/SIEM analyst or
SOC/SIEM

administration or
SOC/SlElV threat
hunting or SOC/SIEM

operations/
configuration or Cisco
Cedfied CyberOps
Associate/CompTlA
Security+ or CEH or any

equivalent ceft fication.

Essential:

Experience in Cyber Security in the
following domain:

Design/implementation of enterprise
level lT network or implementation

and running 0T network or Security
Operation Centre (S0C) operations
or Security lncident and Event
Management (SIEM) operations/
SOAR operations/ Analylical ability
to analyze suspicious cyber activities
detect threats, find vulnerabilities
etc.

Desirable:

More hands on experience in

SOC/SOAR/SIEM
environmenVGood understanding of
MITRE ATT&CK
frameworUAnalytical ability to
assess infraskucture security
requirement, risks and

data/understanding of malware code
and propagation techniques/ Ethical
hacking skill etc.
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Subject : Engagement of lT Professionals/Engineers as Consultant.

National Technical Research Organisation invites registration of desirous lT Professionals for
engagement as Consultant in the following positions purely on contract basis for which the ONLINE
registration is scheduled to start on 19.10.2022 (Wednesday) (1700 Hrs) and will remain open till
07.11.2022 (Monday) (1700 Hrs):-

(i) Cateqory'A'

(a) 23



Software

Programmer

(Location:

New Delhi)

04 (a) 35 Years
(with 4

Years &
above
experience)

Essential:

BE/ B.Tech (Computer
Science/ Computer
Engineering/ lnformation
Technology/ Electronics
& Communication)/MCA
with First Class/ Division

or with minimum 600/o

marks in aggregate from
a recognized University/
lnstitution.

Desirable:

Certification from

Coursera or edX or
Udacity or Codecademy
or equivalent in Coding/
Security.

Essential:

Experience in Cyber Security with
specialization in:

. Programming languages(JAVA/
PHP/ Python Web Development)
and Database management.

Desirable:

Security Tools developed and
published at Github/ Bug Bounty
winner.

Knowledge of DevSecOps.

Risk Analyst

(Location:

New Delhi)

(a)04

(b)05

(a) 30 Years
(with 0'l
years &
above
experience)

(b) 35 Years
(with 03
years &
above
experience)

Essential:

BE/ B. Tech (Computer
Science/ Computer
Engineering/ lnformation
Technology/Electronics
& Communication)/
MCA with First Class/
Division or with
minimum 60% marks in

aggregate from a
recognized

University/l nstitution.

esirable:

Certiflcations like CEH
or equivalent.

Essential:

Hands on Experience in:
r Vulnerability Assessment and

Penetration testing of
Web/Mobile applications and

Networks.
r Knowledge of Python/Java/PhP
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(c) 01 (c) 45 years
(with 05
years &
above
experience)

Essential:

BE/ B. Tech
(Computer Science/
Computer Engineering/
lnformation

Technology/
Electronics &

Communication) MCA
with First Class/
Division or with

minimum 60% marks
in aggregate from a
recognized University/
lnstitution.

Desirable:

Essential:

Hand on experience on VfuPT activities
or Cyber Security Audits or ISMS/IS
Policy review/implementation.

Experience in Risk AssessmenU Risk
Management Framework and Security
Controls/ Analytical skill to assess
security requirement, risk and data/
Experience in developing concise oral
and written summaries of complex
technical scenarios and in presenting

across diverse audiences (both for
technical and management
consumption).

Network

Administrat
0r

(Location:

New Delhi/

Mumbai,

Bengaluru,

Kolkata)

35 Years
(with 4
Years &

above
experience)

Essential:

BE/ B. Tech in
Computers/Computer
Science/ Computer
Technology/
lnformation

Technology/
Eleckonics/Electronics
& Communication with
First Class/Division or
with minimum 60%
marks in aggregate
from a recognized

University/ lnstitution.

Desirable

Certifications like
CCNP, CCNA oT

u ivalent.

lnstallation, configuration,
houbleshooting of servers (preferably
RedHat)/ Network devices viz. Router,
Manageable Switches and Firewall.

RAID conflguration/ Hadoop Cluster
Management, configurations &
troubleshooting/ Management and

configuration of AAA server.

r?r D.
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02

Certiflcations like

OSCP Certification like

CISfuCISSP/CRISI(
lSO, IEC or equivalent
standards.

Desirable:

I

Essential:

Desrrable



Power &

Energy

Sector lT &
OT Security
consultant

(a) 01

(Minimum
'15 years

Power and

Energy
domain/
industry

experience
inlT&07
Systems)

Essential:

B.Tech/ M.Tech/ MCA or
equivalent.

Desirable:

Certifications like lStu
IEC 62443 CRAS or
Certification in SCADA
Security Architect
(CSSA)/Certified Lead
SCADA Security
Manager/Global

lndustrial Cyber Security
Professional (GICSP) or
equivalent.

tvlBtu Diploma in

Business Administration.

Essential:

At least 05 years Work Experience in

IT/OT systems in Power
Generation/Transmission/ Grid
Operation/ distribution utilities or Energy
utilities at mid/top management level.

Desirable:

Working Experience in more than one
domain as mentioned above.

Experience of looking after cyber
security of lT & OT systems in Power or
Energy sector.

More experience of working in
information security standards &

frameworks (e.9. lSO, NIST, etc.),
strategy, planning & policy formulation.

(b) 02

50 Years

(Minimum

10 years

Power and
Energy
domain/
industry
experience
inlT&OT
Systems)

Essential:

B,Tech/ M.Tech/ MCA or
equivalent

Desirable:

Certifications like lStu
IEC 62443 CRAS or
Certification in SCADA
Security Architect
(CSSAy Certified Lead

SCADA Security

Manager/Global

lndustrial Cyber Security
Professional (GICSP)or

equivalent.

MBI/ Diploma in

Business Administration

Essential:

At least 03 years Work Experience in
lT/0T systems in Power
Generation/Transmission/ Grid
Operation/ Distribution utilities or Energy
utilities at mid/top management level.

Desirable:

Working Experience in more than one
domain as mentioned above.
Experience of looking after cyber
security of lT & OT systems in Power or
Energy sector.

\1 xP
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(Location:

New Delhi)

62 Years

More experience of working in
information security standards &
frameworks (e.9. lSO, NIST, etc.),
strategy, planning & policy formulation.



62 Years

(Minimum

15 years

domain/
industry
experience
in lT/Cyber/
lnformation
Security)

Desirable:

lS0/lEC 27001:20'13/

Lead Auditor/ Lead

lmplementer Certifi cation
or certiflcations like
CISSP or equivalent

MBtu Diploma in

Business Administration.

Essential:

At least 08 years Work Experience in
BFSI Sector utilities lT systems at
mid/Top managemenl level.

Desirable:

Experience of looking after cyber
security of lT/lCT systems at BFSI

sector.

More experience of working information
security standards & frameworks (e.9.
lSO, NIST, etc.), strategy, planning &

lic formulation,

BFSI Sector

lT Security

Consultant

(Location:

New Delhi)

(b) 02 50 Years

(Minimum

10 years

domain/
industry
experience
in lT/Cyber/
lnformation
Security)

B.Tech/ M.Tech/ tvlCA or
equivalent

Desrrable:

ISO/lEC 27001:2013/
Lead Auditor/ Lead
lmplementer Certifi cation
or certifications like

CISSP or equivalent

MBA/ Diploma in
Business Administration.

Essential:

At least 05 years Work Experience in lT
systems of BFSI Sector utilities at
mid/top management level.

Desirable:

Experience of looking after cyber
security of lT/lCT systems at BFSI
sector.

More experience of working in

information security standards &
frameworks (e.9. lSO, NIST, etc.),
strategy, planning & policy formulation

Essential:

Cloud

lnfrastructur

Security

Consultant

(Location:

New Delhi)

45 Years

(Minimum 7
Years'
experience
in relevant
work area)

BE/ B.Tech (Computer
Science/ Computer
Engineering/ lnformation
Technology/ Electronics/
Electronics &
Communication/
Electronics &
Telecommunication)/
MCA with First Division
or with minimum 60%
marks in aggregate from
a recognized

University/lnstitution.

Essential:

Experience in managing large
organization cloud infrastructure. Setting
up architectures using cloud providers
like AWS, Microsoft Azure, Google
Cloud or others.

Desirable:

Experience in Cloud Migration Policy
development, Cloud Security and Risk
Assessment.

Essential:

t1 \*l*
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(a) 01

01

Essential:

B.Tech/ tt/.Tech/ MCA or
equivalent



Desirable

Security certifi cations on

Google Cloud Architect
or Microsoft Azure
Solution Architect Expert
or AWS certified

Developer or CompTlA
Cloud+ or CCSP or
equivalent.

Data Centre

Security

Consultant

(Location:

New Delhi)

02 45 Years

(Minimum 7
years &
above
experience
in relevant
work area)

Essential:

BE/ B.Tech (Computer

Science/ Computer
Engineering/ lnformation

Technology/ Eleckonics
& Communication/
Electrical & Electronics/
Electrical)/ t\ICA with
First Class/ Division or
with minimum 60%

marks in aggregate from
a recognized University /
lnstitution.

Certifications like

Certified Data Centre

Professional (CDCPy

Certified Data Centre
Specialist (CDCSy

Certified Data Cenke
Experl (CDCE) or
equivalenl.

Essential:

Hands on experience in maintaining
datacenter equipment (e.9. server,
backup etc.), perform updates, maintain
data center inventory, disaster recovery
process and documentation,

troubleshoot data network issues.

Experience in handling Tier 3 or above
data center.

Selection Criteria:-

The evaluation/selection criteria is based on 'Quality & Cost Based Selection Method'(QCBS) of
selection in the ratio of 80:20 (80% weightage to quality i.e. qualification, skill set, experience,

industry certification, performance in interview etc. & 20o/o on cost i.e. expected remuneration).

Required job responsibilities/tasks :-

(A) Cvb Securitv Analvst

(i) Signature based threat detection

Page 5 of 27
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Desirable:

Desirable:



(ii)

(iii)

(iv)

(v)

(vi)

(vli)

(viii)

(ix)

(x)

(xi)

(xii)

(xiii)

(xiv)

(xv)

(xvi)

(xvii)

(xviii)

(xix)

lncident Report (lR) generation.

Third Party lntelligence Compilation.

Management of Whitelist and Lookup Table.

Dissemination of LoCs generated through Threat lntelligence platform.

Behaviour based Anomaly Detection.

Traffic Analysis.

Aggregated Event Analysis.

Cyber Threat Hunting.

Preparation and Dissemination of cyber threat reports.

Threat Modeling.

Threat Attribution and campaign ldentification seeking feedback for closing tickets
based on cyber threats reported.

Policy tuning for cyber Threat detection

Supervising L2 and L1 Analysl.

lT/OT security control documentation.

Operate and use relevant toolsets, such as SIEM and SOAR, threat intelligence, cyber
forensic, incident management and ticketing tools.

Script writing to find key patterns form large system log files.

Carry out incident response as per lR SOPs and playbooks.

Deep dive into datasets to understand whal happened during and after attack and use
data visualization tools to provide deeper insights.

Analyze multiple data/intelligence sources and sets in order to identify patterns of
activity for attribution to threat aclors and develop informed recommendations.

Conflgure/lnstallation/troubleshooting of enterprise level lT network.

Manage and configure layer 213 devices and other perimeter security appliances like
UTM/Firewall etc. vis ACL configuration, routing tables, VLAN creation etc.

server installation and troubleshooting vis SFTP server, Email server, web server etc,
AAA server configuration and management.

Server based AV configuration and management.

(xx)

(B) Software P roqrammer

(i) Design and Development of various software modules for phishing intelligence and
Social Engineering protection,

(ii) Design and Development of software modules and scenarios for cyber Range and
CTF challenges.

(iii) Automation of NCIIPC lr activities and functions by development of web applications
using software packages/ stacks/ frameworks.

(C) Network Administrator
(i)

(ii)

(iii)

(iv)

(v)

ttr\,,
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(D)

(vi) OS/patch update management,

(vii) Configuration and management of NOC/NMS.

(viii) Data Centre patch cable management and configuration.
(ix) Conflguration of Security protocols over the network like IpSEC etc.
(x) ldentity and role-based access management.

Risk Analvst
(i) Conduct Vulnerability Analysis and Penetration testing of Web Applications/lr/obile

Applications/Networks.

Review VAPT Reports and suggest remedial measures.

Conduct Cyber Security Audit,

Conduct review of ISMS/lS policies.

Conduct Risk assessments and review of Risk Assessment reports.

Suggesl Risk keatment strategies and plans.

Review network architecture and identify gaps.

(E) Power & nerqv (P&E) and Bankinq. Financial Services & lnsuran ce BFSI) Sector

(ii)

(iii)

(iv)

(v)

(vi)

(vii)

Securitv Consultant

1. support NCIIPC sectors and zones in their engagement with Ministries, Regulators and
P&E/BFSI Critical Sector Entities (CSEs) as under:

(a) Build and maintain knowledge base of all CSEs in the region.
(b) ldentification of Critical lnformation lnfrastructure (Cll) elements.
(c) Development of plans, adoption of standards & best practices, refinement of procuremenl

processes with respect to Cll protection,

(d) Threat models, impact assessments, protection, strategies, policies, cyber security & risk
management frameworks, vulnerability assessment & auditing methodologies, advisories
and audit notes on Cll protection and their review in p&E/BFSI sector,

(e) Share information and expertise on Cll across various sectors,
(f) Forecast all possible threat vectors to P&E/BFSI Sector entities and suggest remedial

measures/strategies in advance,

(S) Assist affected CSEs and various Govt agencies to coordinate response to attack on Cll
across affected sectors in the region.

2. Build domain knowledge and industry expertise at NCIIPC forthe P&E/BFSI critical sector.
Provide domain knowledge and expertise in interactions with international agencies.

4, Supporl NCIIP teams to build and manage a pool of highly skilled individuals and niche
organisations, who can help NCIIPC in its objectives.

Page I of 27
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3. Support National Threat Analytics teams to build situational awareness, analysis, forecasting
& assessment of threats to Clls of the P&E/BFSI critical sector.



(F) Cloud lnfrastructure Securitv Gonsultant

(i) Review Cloud Migration strategies and suggest appropriate policies/guidelines
(ii) Policy formulation and review on Cloud lnfrastructure Security
(iii) Cloud Migration Risk Assessment & suggestion of mitigation measures/shategies
(iv) Cloud incident handling

(v) Assessment of Cloud based solutions from Cyber and lnformation Security point of view

(vi) Cloud Architecture view

(G) Data Centre Security Consultant

(i) Data Centre Security solution and architecture review

(ii) Data Cenhe lncident handling and Root cause analysis

(iii) Data Centre Risk Assessment & suggestion of mitigation measures/strategies

(iv) Suppott NCIIPC sectors and zones in their engagement with Ministries, and Critical Sector

Government Entities (CSEs)

r?[trl* Page 9 of 27



Position
(Location)

No of
Positions

Maximum

Age Limit

Essential Qualification Working Experience

40 years M.Tech/ME/B.Tech/ BE
(Computer Science/
Computer Technology/
lnformation Technology/
Electronics/ Electronics

& Communication/
Electrical & Electronics/
Electrical): or MSc
(Computer Science/
Electronics): or MCA
from a recognized

University/ lnstitute with
experience in the
required domain from a
reputed Company/
Organisation.

Team

Leader
(Location:

New Delhi

02 45 years 10 to 15 years experience in

the software design and
development in reputed
company / Organization

System

Specialist
(Location:

New Delhi

01 45 years

Selection Criteria:.

The evaluation/selection criteria is based on 'Quality & Cost Based Selection Method'(QCBS) of
selection in the ratio of 60:40 (60% weightage to quality i.e. qualification, skill set, experience, industry

certification, performance in interview etc. & 40% on cost i.e. expected remuneration).

Special Skills desired

(a) Senior Software Enoineer

Application Developer

r Experience in Angular JS/ReactJS/Advanced Java Scripts (OOPS), HTML5,

CSS/CSS3, Bootstrap.

. Experience in at least one popular web framework (iQuery, Spring MVC),

. Microservices experience in either Node. Js or Spring Boot

. Experience in developing custom Elastic Search Java Client wrapper using JEST API

. Good knowledge of DB and NoSQL DBs like HBase, MongoDB

. Should have hands on experience in using Tomcat, JBOSS or other servers.

. Knowledge of Hadoop Technologies like MapReduce/Spark

. Knowledge of distributed programming platforms such as spark or Flink.

l? 1lu'
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(ii) Categorv'B'

Senior

Software

Engineer
(Location:

New Delhi

02 3 to 10 years experience in
the software design and

development in reputed
company / Organization

15 to 20 years experience in

the software design and
development in reputed
company / Organization



ETL Enqineer Ealend)
. Hands-on experience working with Hadoop technologies like HDFS, Hive, MapReduce

and experience with developing ETL using these technologies (Talend, Seoop and

sPARK).

. Must have experience with dataloads in NoSql DBs and RDBMS

. Should have worked on majority of Talend components and can design slmple ETL jobs

to handle complex Business Logic.

. Should have knowledge of enor handling and performance tuning in Talend.

Cluster Administrator
. Well verse with installation and configuration of Hadoop clusters desirably MapR

o Monitoring and tuning cluster performance

. Execute maior platform software and operating system upgrades and maintenance across

physical environments

(b) Team Leader

ETL Enqin r ffalend)
. Hands-on experience working with Hadoop technologies and experience with

developing ETL using these technologies (Talend, Sqoop and SPARK).

. Must have experience with dataloads into NoSql DBs and RDBMS

. TalendScriting experience and worked on TAC and TOS.

. Should have worked on majority of Talend components and can design simple ETL pbs

to handle complex Business Logic.

. Should have knowledge of error handling and performances tuning in Talend.

Biq Data Tester

. Strong Hands on Automation experience in Big Data ecosystem/ Hadoop

applications/dashboard

. Data Ware house and Big data testing experience

. Testing of application developed deployed on Spark, Kafka, ETL Server, Hadoop

Cluster and custom applications

. Knowledge of data flows, data architecture, ETL and processing of unstructured data,

Data Quality

. Exposure to Hbase, Hive ElasticSearch, MapR

. Skong Experience in SQL, back-end testing of Database and /or BI/DW

. Developing test scenarios and test cases from requirements and design specifications

and execute the test suites.

r?lrfz
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(c) System Specialist

Application Architect & Developer

. Experience in Angular JS/ReactJS/Advanced Java Scripts (00PS), HTMLS,

CSS/CS53, Bootstrap.

. Excellent Spring framework knowledge - Spring Boot, Hibernate, Spring MVC, Struts.

Security.

o Microservices experience in either Node.JS or Spring Boot
. Experience working in API development (RESTful and SOAP)

. Experience in developing custom Elastic search Java Client wrapper using JEST API

. Good knowledge of DB and NoSQL DBs like HBase, MongoDB

. Experience with Atlassian tools like JIRA nd Confluence.

. Experience developing in agile & with Cl tools like GitHub, Gitlab.

. Experience with Jenkins, Junit, test automation & reporting tools,

. Should have hands on experience in using Tomcat, JBOSS or other servers.

. Knowledge of Hadoop Technologies like MapReduce/Spark

. Hands on knowledge of distributed programming platforms such as spark or Flinkl.

. Hands on experience on Java/Scala/PySpark& Big Data Slructures (RDD/Data

Frame/Data set)

\1lx\r-
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Selection Criteria:-

The evaluation/selection criteria is based on 'Quality & Cost Based Selection Method'(QCBS) of
selection in the ratio of 80:20 (80% weightage to quality i.e. qualification, skill set, experience,
industry certification, performance in interview etc. & 20o/o on cost i.e. expected remuneration).

Page 13 of 27

Position

Location

No of
Positions

Maximum

e Limit

Essential Qualifl cation Working Experience

System

Specialist

(Location:

New Delhi

02 40 years
(with 8 - '10

years

experience)

M.Tech/ME/ B.Tech/ BE/
(Computer Science/
Computer Technology/
lnformation Technology /
Electronics/ Electronics &
Communication / Electrical

& Electronics/Electrical, or
M.Sc (Computer Science/
Electronics); or MCA from a
recognized University/
lnstitute

With experience in the system

design and development of at

least 5 years from a reputed

Company / Organisation.

-Develops Cl/CD lntegrations

experience

-Strong hands on automalion

experience in Big data eco

system.

-Experience with handling

unstructured data like texU

images/videos/audio along with

other structured dala
-Should have worked on majority

of Kafta components' and can

design jobs to handle complex

Business Logic.

- Should have experience in

VMware technologies

(vSphere, ESX|, vCentre, NSX-

T, horizon.)

Design experience in automation

and orchestration workfl ows.

- Experience in Docker-
Container, Docker-Swarm,
Orchestration tool like
Kubernetes.

Experience

Desired skills.

Cloud Architect

t1 \n{-

(iii) Cateqory'C'



Responsibilities / Tasks to be performed

System Specialist
(i) Configuration and management of container orchestration.
(ii) Prepare detailed plan/ design for application containerization.
(iii) Development of various microservices to run in containersed environment.
(iv) lntegration ofthe micro services and troubleshooting.

? rr\)"
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(iv) Cateqo ry'E'

Selection Criteria:.

The evaluation/selection criteria is based on 'Quality & Cost Based Selection Method'(eCBS) of
selection in the ratio of 60:40 (60% weightage to quality i.e. qualification, skill set, experience,

industry certification, performance in interview etc. & 40% on cost i.e. expected remuneration).

Position
(Location)

No of
Positions *

Maximum Age
Limit

Essential

Qualification
Desirable Working Experience

Consultant. (lT
Specialists/
Engineers)
(Location: New
Delhi)

JI 40 years BE/ B.Tech
(Computer

Science/
Computer
Engineering.

lnformation

Technology/
Electronics/
Electronics &

Communication/
Electronics &

Tele-

communications)
with minimum

55ok marks in

aggregate from a
recognized

University/

lnstitute

Upto '10 years experience in Cyber
Security, network design I
implementation/ analysis/
troubleshooting software
programming, web
applications/design/ development,
big data technologies, machine
learning and other related fields.
(Candidates may also indicate
recognized certification acquired
in the above / related areas).

Consultants (lT

Manager/

Senior lT

Engineers)
(Location: New

Delhi)

0'r 45 years Above 10 years experience in

Cyber Security, network design /
implementation/ analysis/
troubleshooting software
programming, web
applications/design/ development,

big data technologies, machine
learning and other related fields,
(Candidates may also indicate
recognized certification acquired
in the above / related areas),

qr w PaEe t5 of 27

Responsibilities & skill sets

(i) To provide specialized analysis of large volumes of digital data.

(ii) Processing of large volumes of digital data.



Position
(Location)

No of
Positions.

Maximum

Age Limit
Essential

Educational

Qualification

Skill-set

Mobile Security

Researcher
(Location:

New Delhi)

02 32 years B.E./B.Tech

from any

reputed and

recognised

University

Required Skill-set

1. Good knowledge ofJava

2. Knowledge of Mobile Security

3. Understanding of Android

Architecture

4. Knowledge of Android Malware and

Rootkits

5. Proficient in android debugging and

app revising

6. Basic knowledge of Web Protocols

and standards

7. Experience with reverse engineering,

hooking and the commonly used tools

8. Experience with static and dynamic

binary analysis

9. Knowledge of command file format

and protocols

Desirable:

1. Knowledge of C++, Scripting

Languages (Eg: Python, Ruby,

HTML, ECMAScripts)

2. Understanding of Linux Architecture

3. Familiarity with android

ProGuard/DexGuard

4. Knowledge of Android structure and

Build custom Tools

\lr\*
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Position
(Location)

No of
Positions'

Maximum
Age Limit

Essential
Qualification

Educational Desired skill set

Cyber
Security
Researcher
(Location:
New Delhi)

0'1 40 Years M. Tech / M.E (Computer science
/ lnformation Technology / Cyber
Security / lnformation Security /
Electronics & Communications /
Electronics / Electrical)

OR

B.E / B. Tech (lnformation
Technology / Computer Science /
Elechonics & Communications /
Elechonics / Electrical)

OR

M. Sc (lnformation Technology /
Cyber Security / Elechonics &
Communication, Computer
science)
OR

MCA from a recognized
u nlvers I

System Level Programming
for Operating system in

CIC++lC#.

Proficiency
Engineering

Pro./Ghidra

with

tools

Reverse

like IDA

lValware Analysis

Root Cause Analysis of
software vulnerabilities.

Understanding of Exploits and
its mitigations.

Red.Team
Expert
(Location:
New Delhi)

-do- -do- lnformation Technology
Security Assessment &
Penetration.

Working knowledge of open
source cyber security tools
and red-team technologies.

Working knowledge of
soflwares to detecl
vulnerabilities and deploy
Red-Team simulations.

Android / IOS

Security
Researcher
(Location:
New Delhi)

05 -do- -do-

Understanding of android
architecture, android malwares,
rootkits.

Proficiency in android

debugging and app reversing

Experience with static and
dynamic binary analysis.

Ability to reverse engineer
android apps to identify
vulnerabilities within S

\,Zr1t

I

01

For Android:
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For l0S:

Experience of developing IOS

Apps and publishing it to APP
store

Knowledge of basic debugging,
reverse engineering in IOS /
Mac OS environment

Knowledge of IOS and Mac OS

architecture and assembly
language programming.

Firmware
Reverse
Engineer
(Location:
Bengaluru)

01 40 Years -do- reverse

Proficiency
Engineering

Ghidra.

with

tools

Reverse

IDA Pro./

Software
Developer
(Location:
Bengaluru)

0'1 40 Years -do- Full-stack Software development
experience.

Selection Criteria:.

,?[',*\*
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Knowledge about C, Objective
C, swift, hybrid apps and Xcode
IDE,

Experience in

engineering firmware.

The evaluation/selection criteria is based on 'Quality & Cost Based Selection Method'(QCBS) of selection in

the ratio of 80:20 (80% weightage to quality i.e. qualification, skill set, experience, industry certification,
performance in interview etc. & 20% on cost i.e. expected remuneration),



Selection criteria:-

The evaluation/selection criteria is based on 'Quality & Cost Based Selection Method'(eCBS) of
selection in the ratio of 80:20 (80% weightage to quality i.e. qualification, skill set, experience,
industry certification, performance in interview etc. & 20% on cost i.e. expected remuneration).

Desired special skillsets :.

Remote Sensinq Data S ecialist
(i) Organize data acquired from aircraft, satellites, or ground-based platforms, using statistical analysis

software, image analysis software, or Geographic lnformation Systems (GlS).
(ii) Proficiency in Process and Organize geospatial data sources to create products such as land cover

maps, Change detection etc.

(iii) Build databases for remote sensing or related geospatial project information.
(iv) customize and integrate image relate applications through ANN and Fuzzy logics, image

classiflcation technlques, including unsupervised classiflcation, supervised classification etc.
(v) Efficient in using cors and open source remote sensing software such as ERDAS lmagine, ENVI,

QGIS, GRASS etc.

(vi) Proficiency with lmage processing, classification and assessment.

?\

Position
(Location)

No of
Positions

Maximum

Age Limit
Essential Educational Qualiflcation Working Experience

Remote

Sensing

Data

Specialist
(New Delhi)

02 35 Years B. Tech / M. Tech (Remote Sensing
/ GIS / Geoinformatics/ Geomatics/
Computer Science/ lnformation
Technology/ Electronics &
Communication) from a recog nized
University/ lnstitute.

0-5 years with
required skillsets from a

reputed Company I
Organization. Candidates.

x i.,
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(vi)Cateqorv 'G'



(vii) Cateqo ry'H',

Position
(Location)

No. of
Positi
ons

Age Limit &
Work
Experience

Essential
Educational
Qualification

Desired skills

System

Specialist
(Location:

New Delhi)

01 45 years

(with 15 to 20
years working
experience)

M.Tech/ME/B.Tech /
BE/ MCA (Computer

Science/lnformation
Technology/EIectron
ics and
Communication)
from a recognised
U niversity/lnstitute.

Angular JS/React JS/Advanced
Java Scripts (OOPS), HTMLS,

CSS/CS53, Bootskap.

Strong hands on experience with
mNodeJS, ReactsJS, HTML, CSS,
JQUERY.

Working knowledge on
NodeJS/ExpressJS.

Good knowledge of geospatial
libraries such as Leaflet,

Mapboxetc

Good knowledge of Geoserver,
PostgreSQl, PostGlS

Deployment of applications on the
application servers.

Knowledge on Responsive Web
Design.

Knowledge of lt/L and Deep
Learning algorithms

a

a

a

a

o

a

o

a

Senior

Software

Engineer
(Full Stack
Developer)
(Location:

New Delhi)

0'1 40 years (with

08 to '10 years

working

experience)

Senior

Software

Engineer
(ut
Designing/

Front End

Developer)
(Location:

New Delhi)

01 40 years (with

05 to 07 years

working
experience)

B.Tech/BE/MCA
(Computer

Science/lnformatio
n

Technology/Electro
nics and
Communication)
from a recognised
U niversity/lnstitute

o

a

a

a

a

Angular JS/ReactJS/Advanced

Java Scripts (00PS), HTMLS,

CSS/CS53, Bootskap.

Strong hands on experience with
mNodeJS, ReactsJS, HTML,

CSS, JQUERY,

Working knowledge on

Responsive Web Design.

Working knowledge on

NodeJS/ExpressJS.

Good knowledge of geospatial

libraries such as Leaflet,
Mapboxetc

\11Y. w
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I

B.Tech/BE/MCA
(Computer

Science/lnformation
Technology/Electron
ics and

Communication)
from a recognised

University/l nstitute.

I

I



Network

Engineer
(Localion:

New Delhi)

01 40 years (with

05 to 07 years

working

experience)

M.Tech/M.E.
(Computer

Science/lnformation
Technology/Cyber
Security/lnformation
Security/Electronics
& Communication):
or BE/B.Tech
(lnformation

Technology/Comput
er

Science/Electronics
&

Communicalion/Ele
ctrical & Electronics/
Electrical): M.Sc.
Electronics/Comput
er Science); or MCA
from a recognised

University.

a

a

lnstallation configuration,
lroubleshooting of servers
(Linux/Network devices viz. Router
Manageable Switches and
Firewall.

Knowledge on Network
I nfrastructure Security Assessment
and health monitoring.

Geospatial

Software

Engineer
(Ocean

Data)
(Location:

New Delhi)

01 40 years (with

05 to 07 years

working

experience)

Masters degree in

Oceans

Sciences/Atmosph

eric
Sciences/Climate

Sciences/Marine
Sciences/Meteorol

ogy/Oceonography
Physical

Oceanography/Phy
sics/Mathematics

[or] M.Tech/B.Tech
(Remote

Sensing/GlS/Geoin
formatics/
Geomatics/
Computer

Science/lnformatio
n

Technology/Electro
nics &

Communication)

a

a

o

a

a

o

Ocean observations (in situ,
Remote Sensing, ship based),
laboratory analysis, processing of
high resolution
ocean/atmospheric data.

Ocean/atmospheric modelling
model parameterization and data
assimilation for providing

operational services.

Assimilation and representation of
World ocean atlas data on GIS
applications.

Data analysis software (Fenet,
python, GRADS, ODV etc.),
programming languages (Matlab,

C, Fortan, etc.),

Al&ML applications, Ensemble
techniques

GIS Application development
using open source GIS tools,
Satellite Data processing

(SeaDAS).

+vY
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Desired certification :

o CCNA/MTCNA.



Geospatial

Software

Engineer
(Location:

New Delhi)

0'r 35 years (with

03 to 05 years

working

experience)

B.Tech/M.Tech
(Remote Sensing/
GIS/Geoinformatics

/Geomatics/Compu

ler
Science/lnformatio
n

Technology/Electro
nics &

Communication); or
MCA from a

recognised

U niversity/lnstitute.

The evaluation/selection criteria is based on 'Quality & Cost Based Selection Method (QCBS) of
selection in the ratio of 80:20 (80% weightage to quality i.e. qualification, skill set, experience,
industry certiflcation, performance in interview etc. & 20% on cost i.e. expected remuneration).

I-\r1 w
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. 3-5 years required skillsets in

Developing GIS based solution
from a reputed
Company/Organisation.

. Good knowledge of geospatial

libraries such as Leaflet, Mapbox
etc.

. Good knowledge of Geoserver,
PostgreSQl, PostGlS

Selection Criteria:-



Selection Criteria:-
The evaluation/selection criteria is based on 'Quality & cost Based selection Method'(ecBS) of
selection in the ratio of 80:20 (80% weightage to quality i.e. qualification, skill set, experience,
industry certification, performance in interview etc. & 20% on cost i.e. expected remuneration).

Required job responsibilities/tasks:-

Al/ML Consultant
(i) Build and implement right algorithms/models and tools for Text, lmagetuideo and Audio analytics

Position
(Location)

No of Positions Maximum Age
Limit

Qualification

Al/lVL Consultant
(Location: New
Delhi)

05

DS from re nized Universi /lnstitution

\"1 sP'
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(viii) Cateoorv 'l'

35 years
(with 2 years

and above

experience)

Essential:

B.Tech/B.E in Computer Science/Computer
Engineering/lnformation Technology/Data
Science/Artificial I ntelligence/Machine
Learning with First Division or with
minimum 60% marks in aggregate from a
recognized University/l nstitution

OR

B.Tech/B.E with First Division or with
minimum 60% marks in aggregate from a
recognized University/l nstitution with
Certification in Artifi cial lntelligence
(Al)/Machine Learning (ML)/Deep Learning
(DL)/Data Science (DS) from Coursera or
edX or Udacity or Codecademy or any
other online learning or educational
platforms

OR

M.Tech/M.E in Artificial lntelligence
(Al)/Machine Learning (ML)/Deep Learning
(DL)/Data Science (DS) with First Division
or with minimum 60% marks in aggregate
from a recognized University/lnstitution

OR

Post Graduate diploma in Artificial
lntelligence (Al)/Machine Learning
(ML)/Deep Learning (DL)/Data Science



(ii) Train, test and deploy model locally as well as in private cloud.

(iii) Preprocessing and storage of data for training and testing the AI/ML models

(iv) Maintaining all models along with development and updating of code and process documentation.

(v) Verifying data quality and/or ensuring it via data cleaning.

(vi) Finding available datasets in open source domain that could be used for training

(vii) Defining the preprocessing or feature engineering to be done on a given dataset.

(viii) Defining data augmentalion pipelines

(ix) Analysing the errors of the model and designing strategies to overcome them

(x) Deploying models to production

ql
^\
w
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Term of engagement: - The period of conkactual engagement shall be for a total period of 3 years.
Pedormance of the engaged professional shall be evaluated periodically. Continuance of contract up to
total 3 years would depend upon such periodical assessmenUevaluation of performance and organizational
requirement.

ValueoftheContract:- Vatueofthecontractfortotal periodof 3yearsshall beintherangeof Rupees
16 lakhs to 60 lakhs. The value of contract shall be flxed based on educational qualification, relevant
experience and requisite skill set possessed by the candidate and his performance as assessed by the
selection committee.

(a) lllustration: The monthly payout for the value of the contact of Rupees 16 lakhs for a total
period of 3 years would be as under:-

Rs 413331 per month for First year,

Rs. 44000/- per month for Second year.

Rs, 480001 per month for Third year.

(b) The monthly pay out (for each year) for the value of the contract above 16 Lakhs shall be fixed
proportionately.

(c) lncrease in monthly payout beyond first year are linked with the periodical performance

assessmenuevaluation as mentioned above.

2. Desirous candidates may visit the website https://ntro.qov.infor ONLINE Registration. During

online registration, the candidates are required to flll up the relevant field giving details of experience/skill

seUindustry certification possessed by them. They are also requested to bring the print out of their

ONLINE Reg iskation Form at the time of interview/selection. Those who have not reqistered online will not

be allowed to aooear for selection. The dates for 0NLINE Registration mentioned above are tentative and

the organization reserves its right for any change of date, re-schedule or cancel the recruitment exercise,

which would be notified in the above mentioned website.

3, Mere registration will not entitle the candidate to be called for further selection. The registered

candidates are required to email legible scanned copy (PDF) of their (1) Matriculation / 10s Certificate,

(2) BE/ B.Tech/ M. Tech / MCA / MSc Certificate (including provisional certificate if final degree certificate is

awaited, in support of requisite Essential Qualification for the position applied for), and (3) Photo lD

(AADHAR / PAN Card) at recruitment.adm@ntro.qov.in from their reqistered email lD by 05:00 PM of the last

date of Online Registration of application, failing which their registration will be treated as invalid. Suitable

criteria will be adopted by the organisation for short listing of candidates having valid registrations to be called for

further selection.

4. Crucial date for determining possession of required experience as well as the essential educational

qualification will be the last date of ONLINE registration.

(i)

(ii)

(iii)

\",14*
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5. The candidates are advised to choose the 'Category' and 'Position' therein carefully for which he/she
meets the eligibility criteria, required experience/skill sets to apply for such position. A candidate can register
for maximum of two positions. The NTRO shall, however, have the right to decide the position deemed
more suitable for the candidate if he/she was selected for both.

6, The venue, date & time for reporting of the shortlisted candidates for seleclion will be uploaded ln
the said website. The candidates are requested to regularly check the website for updates.

7. This consultancy engagement will be purely on contracts basis. The person so engaged, will not
have any claim or right for either regularization or absorption in the organization at any point of time.
The candidates selected, will have to sign an agreement accepting the detailed terms and condition of the
engagement.

8. Consultant(s) engaged on contract inlends to resign during the term of engagement period, will have
to give one month notice and also required to deposit with NTRO an amount equivalent to ONE MONTH
0F LAST PAYOUT, before acceptance of such resignation. ln the event of seeking acceptance of
resignation before expiry of one month notice period, then he/she would be required to deposit with NTRO
an additional amount equivalent to one monlh last payout in addition to other clearances / NDC.

NOTE-'1: Candidates who are unable to furnish their experience certificate at the time of interview will be
required to produce the same at the time of joining, if selected.

NOTE-2; The candidates may please note that if any informalion given during regiskalion or photocopy of
certificates is found to be wrong or false or inconect at any stage of selection process or thereafter, their
candidature will be cancelled/gected forthwith without assigning any reason and, if selected, action will be
initiated as deemed necessary.

1r u-
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9. At the time of appearing for selection, the candidates are required to bring two sets of self attested
photocopy of the following documents along with two recent passport size colour photographs,
ONLINE Registration Form duly signed by him/her:-

(a) Matriculation/1Oth Certificate.

(b) Certificate & Mark sheets in support of BE / B.Tech / M.Tech / MCA / MSc degree certificate (including
provisional certificate if final degree cerlificate is awaited).

(c) AADHAR or PAN Card.

(d) Experience Certiflcates in support of his/her claim.
(e) Other desirable certiflcate(s)/technical proficiency certificate(s)/lndustry Cedfication(s) claimed, if any.



10. NTRO reserves sole right to relax/modify any of the above criteria, if candidate is found othenruise

suitable for engagemenl. NTRO reserves sole right to discontinue/terminate the services of person so
engaged, at any time, without assigning any reason and also reserves the right to cancel the selection
process without intimation and assigning any reason.

11. No TtuDA will be admissible to the candidates for appearing for selection

12. Electronic Devices, including Mobile phone, are strictly prohibited and candidates will not be allowed

to carry with them any such items to the assessment room.

13. For any difficulty faced during ONLINE Regiskation, the candidate(s) may email at
recruitment.adm@ntro.gov.in for technical assistance.

14. Canvassing in any form will disqualify the candidate.

1t1*
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